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^MHI \M vl tk MHO ^< I Ol KU l I h 

C ROSS - REFERENCE TO RELATED APPLICATIONS 

Fhis appi i | )Hca t n 

V ri No 09/774 >oeket A! ncmTeeily herewi h a i 

entitled "System <. "Method For »s>Bg Session Foliation Protocol si to < u i a i 
wills Net\vorked Appnaeccse 

BACKGROUND OF THE INVENTION 

This mvcHtioo relates to the eomrnaoioabon or ooaeol Signals and status 
signals over s network to effect operation of networked devices v mom parbcahoiy, to 
the t of Session i u Protocol to improved commaaicaooro I . platality of 
networked units. 

! , f ask Force flETP) has developed & 

com aeea ?i <. s x - < \ 

.VK.iUtVst iO OM - LOO ' M-' 1 C.mti , fMOl\S 

s ! S ,>N tO OtCAWg, 

modifying and terminating interactive eonoonmcations sessions between one or more 

i s l x M W N< < s ^ \ 

ma . ^ . < < \- <o; ' . i t d o i 

1 > N v e sit n 

cm connrmracaie via rmdacset or v;a a mesh of anmasl relations, or a combination of 
these. 

s , [W A » \< o o, v v-vseas 
These invitations can carry session > o-w which allow participants to s : pee on a set 
Of compatible media types. SIP supports aser mobilpy by pioayim are! redirecting 

0 v.H O x < , , J- ts v \ p 5 ( iv 



paiticukr co v ec i pi i v g s ! i s q v 4 

e, < - m v A ; v i 

naming an application program thai can act as both a nser agent diem f ATACA and a nser 
5 i' w t v J V* \ v A 

A OjJ l v K OS i > ; v I 

A server > an application program thai accents requests from a client. s« 
order to service those requests and sends back responses to those requests. Thus, a OAS 
t sorter application thai contacts the user when a SIP request A received and that nan-, a 

la addition there are servers which are not User Agents. These car; be 
Am Redirect or Registrar servers. A Prosy server it, an intermediary program that acts 
as both a server and a i <ti clients 

5 t , ^ x , v x , ) > i vrvi o 

it> > > n \ P o\s uu? an. -p? A nA P vcv-iv ^ nu u as 

e x :^ ' , o ^ m, ng a In m I i A i > m i e V V <v, sener meat ^ u A 
from a AAA. even when directed to a host with a different AAA. After processing, it 
x (K i o,ot > ! a ae, < , Rt 

\ Av V, v ^ - t 

2» it 1 ! ^ vmot 1 I a V A 

il does not initiate i ana; SIP ieqnes; LAHhe t yd it dees not accept calls. 

S \ S N Ax I 

£0~kvatt\t *. h < Pi > ^ v - n n ,i 

35 Ah > t i " As; man e >\ 1 via one or more 

Ptow - ci- lakd; et s .^o \ ^ > c s n*' 1 \ ip > 

VAs rd t T s U I ASs ire n> ysabk to 

coram i t \\ s i t o | e; < 



>p cation would act as i UAC to if hs > eoil 
CiOi . < - 1 \s > m . e^tl ^ j { w 

- s o ! ^ * 5 v v , xwis lor 

w>r o , i I < \ , n , l\> 

request and as a OAS when receiving a BYE;request from the device cahed, i ? * ' 

w <. n l>T 

These UAS devices are responsible • \ , ' < die originator of i message and 
then deterrann og d : that eouiy is authorized to perform the requested operation bwpacTdy 

V } t ! < S - 

The reraote control of appbances runworked together is a nesv < growing 
area of interest, fa a tvreeal embodiment, a home can have ah or many of its apphaaees 
connected to a network. With * i ^ 

torn oh t v its in the driveway, s t the coffee t t and l<> ow rthe 
femperatare 5 die home, even before kavmg the otTce. Also, the refrigerator ^ keep an 
inventory of your groceries and re-order when necessary. A clock can co-ordinate the 

<* *p 5 m n fo t\t i 

Tea these appliances tweb to cooirotuncate with each other so Own for example, the alarm 
fhc bedroom lamp. 
\e v \ s > , < ], i os 0 

ieasi one networked processor. As an alternative, coiweutional appliances can be 

-.wifejSstfK; 

» v. n a n \ > < t p , 

need hi each controller, 

\ x \ e .0 be ih on mg consider;* io? s 

s > . v > ! bt K< oe 

notably; 



8 Seaimv ~ In -home communication exploit < e<- ! of physical : oi f rkn hs 
lost when cirbitrary access from oiuside of a is permitted, 

8 \' ! u t - The entity trying to enter v the home needs to be 
emeeom identified prior to permitting access. 

more points of fail are. The home should continue to operate independently of 
external systems when i , < . oe with them is lost. 

* o .n^pcnJinu , , } nm 

10 i s i O ^ v 1 K U ttk! « 1 

v ^ ( v. approach rs rsouired for the wide i sjnce the exact 

details of die devices comprising the nvboroe network may riot be known from 
(he outside world. 
s ?Uxi > ! Si eedt.oi 

15 named and their iocat.h -\ ! deofil 

evelo into w control of devk >s in tl i s h 

* ! ! i Services Gateway t >SG S < > i 

www. osgi.org. However, this prior system sfill does not address , general f mn of 
wide area access and security, as well as dm other concerns expressed above. 'These 
20 n \ ! n a > o !>>*-,> s , , h ' < fn 

addihom these systems require a great deal of fonchoimhty at each controllable appliance 
or a separate appliance controller connected to the Networked Appliance, 

There are certain features of dm SIP architecture that suggest that it might 
he useful oi > otnmu \ s ihrms en s Nkw otied Xpph inoes. i ut with snort -co 
to; i m <. o << , ^ x 

es e \ o i ' t r > ! s ' ! i 

, sp a device can be moved so long as n w registered again at hs new location. 



SIP a mnsa<repemd atr sc. a one; oS ooncea o v ; cues. revg-n at 

t \ I u) 5 a S s 5 i > t i 

message and the responses and oilier messages are to be grouped >g i " further, SIP 
3 i!\ h * v. I » v i ^ v , V v VX 

on the requ« < v i i v.. si 

iui lu ^ of she users involved in * ^- This function would be > . U» 

in \'v \, Appliance connections. Further, SIP has siuhemKOitioo tools and security 
n v ! v. »- > t v <k v , i m v. \ * 

10 access. 

Importantly, u a Networked Appliance w - » wkh access from outside i 
home, t mguesdng agon must, send an instruction to > an an action on a named object 
i a aesaa « i e ness eof thedbj \ 

i » ■> CvUieC 

m would de rooted from agent to agent, resol ving the ramie as it goes along. For i m c 

the command "Switch on the lamp in the master hedioorn in Dave's house" would first he 

to 1 d to the » e hi knows tl oc ion of Dave's bo no i hen i ernes 

O i I 'rtioid < 4 v < l s v. < I o - ! Ov % , > i un t > 

J I O t . ' < s x < t till i !< 

:m n i i quesnci 

I s 1 s S<? Irs 

particulars an 1NVI1E is mm bis? to an agent, or proxy, for the name. 'Tide Proxy can 

i il v i \ < vifud h< ui i 

m - gm nlueine^ -\ ee - ; ^ ,,. up a us , n - < D sergaoo 

23 S U'tSiv v \ i> 

message and the action requested are mum wined in die same procedure. In d t die 
STI eeurit el n neo 
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1 1 v v> ^ \ i i rnKi N \ ^ v vhntN ^P 

! j < on > i \ % ^ p is 

MP lo a lot md v * ^ ! N 

Server (DiNS) address;. However, not , \ networked appliances have as IP address (e.g., an 
5 V iut. \ s W < 

T lOt tVSflV 

1 w 1 t i 

Also. prior Networked Appliance systems have not provided secnaty for 
a e aeeess from outside the dome, events and media, streaming, thus, it d be 

! ^ <i <• '» , , , , > , ^ s x 

control a device. 

In co-pending commonly assigned patent application Serial No, (39/774,999 
(Altorrw, SAnsoi \P^ V 1 0,0 , >w t a t \ h . to 
IS overcome these problems is disclosed. In particular, a new method called DO, i.e., a new 

VAP ! , S" i OKK to 

command and query > t * u wnh Networked Appliances asmg the SIP format. 

Further, methods c; S 1 s were created by others foi 

Instant \$ \ as extension to SIP, aw asod In the ether application m order to send 
so i w •> s < > v r 

This cither mpd- raw ;is incorporated domic m ns . an a \ 

SUMMARY OF HIE INVENTION 

The present in wm don is directed \ v. iS in Session Iwdaoon 
2 5 Protoeoi m general and to the remote control of Networked <• \ t v. using a modified 
SIP network in piutkadao 

! i > \ S S 1 d ■. \ \ i 
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based). These furseOo ! ' i > o \ 

translation. As t result the processing arid nreniory storage s equheaaenas at the agent 
servers is reduced, cresting an overall savings in -e - pmr.g requirements for remote 
teviees < \ < be provk 

SIP "Pros >erver. I S e^ages are et d <: ryp i from the U AC > ? he 

* \N > s j s n s aa rr- - •. i n , m n ^ , < 'ha IAS f; s aai decrypt , 
«< ^ , <v 1 I - a\ . - s .a.. . \ ^ 1 

i «}- n e ^ » \i } i >\, < 

n < t 0 i N < - n > s s v v v i } IS anh 

(oiwdrd the message to the OAS u the eaho^. xu<m succeeds. 

\ 1 < i ! , t»ih 

) j * ioves to he "Proxy server when SIP s used rdte outs i N< vo ;d 
{ g v rah the OAS only n ot need to 

tp see Ifi & message snotn at to j will not eceiveit sad the 

Pressy server will send it to the correct destination. Further, the protocol translation 
v \' s - j M i ss<> >x p a % < . -darinunner. 

BRIEF DESCRIPTION OF THE DRAWINGS 

I * > < t * v , iCV % ' a \ mote 

< s ^ < - fHasiraiiVe 

ernhoshmaniof the lavenders in which; 

s- a - \ < e 

s - > ! ^ d\ e, a a. c >\S bed to 
< - v ,-os^t o in 

praseua jDveadort; 



Kg, 3 shows a functional .network architecture showing UAS devices which 

t i i K t >^ 

hp ) n an tdnsfraeen of VI ! \ w ^ ercnwdnxh 

anthenhcadon, ''!> address mapping and protocol ixwwiadon have been 

S OlXtsO t t ' ' < ' s \ , v 

MM RtPThA OS U LI MM IIM * \l \IFI VR\ I MiiOUiM£Nl2> 

}(<■!■>! i < i v ! ! ivii io> 

10 this purpose, ..so .m; changes must he made, hi parhcniar, in bib. Oc uanwa that are found 

in the 'To:" ami "Fromf fields are encoded as Universal Resource Locators (URL). 

! ' ! ' mg>kuoenauiO;w support ! and PHONE LexLs. However, a new type < URL 
sj , > x < uo t o; the 

protocol This new l \i type allows for "user trmruUy' 5 discovery of Che appliance 
is address. An example, using the service URL syntax defined in LPC260S>; hut, without the 

loc&iiors i n v (which has kI been determined v the SIP renting) and i 'hnil 

da: "sip:" pretax would be; 

d~iamp4~bMr€£Jm 

By basebd encoding bus URL hunt potentially eocrypiwig u to avoid revealing nsionnaboo 
SO n v ^ * > ' »\l 

part of a SSF lJM,; 

wo v4 a 1 - - ' < > 

Thus, the existing structure of <enfiey>@<]oeahorm w maintained even when extended to 
accommodate appliance \ 
25 ^ ' ^ « uLl *ur L\ 

t ,3b m s - , ~ - v . u > w nip a m be., e* 

paths can be established between diem. This structure could be generalized tor ''short- 

x 1 *. w <. ^ ^ i k sh 

-B- 



\VO<r>>>auau KT/S ; So.?*W>9?> 

payload generalised. The difference, between the current way rn which SIP is usee and the 
modifications according to the inverter; ;s analogous in many ways to the di iterance 
.vnM.cn fCPandUD s I > oh cols 

\ oe^ -net ot berne. t \ t otw.SlPS-a 

5 h (a j w si i 1ms nn ! K > N 

Appliance systems and can carry p^yfeA^tte'dKoa-S^OT'^S^ftlcm. Protocol (SDF) ; 
Dm s v > I AD p.-Amd i»: sh Mo hS\ ill rm ! < b m o ndardSIP 

bodies or payloads that cany emmnumeatiocs rmAotaatnm, the DO type eontaeu control 

xneanon Pern 

a o V s - .Appliances. Any \ < ; type couth be 1 as me payload of a SIP command 
sSP | i i n d s a i s UtBi 

Languages) mr a paniewiar i of Networked Apphances. An example of A- new 
\hi ! f , i s % >M i >>\ f ^ 

^tii i m sdnikr to Un? versa! Plug n Plasm Device Control Protocol. See, UPnP 

slS f s > i au 

l s I >m \ l I ! ! > 

as "What is ' temperature." At commend would trigger a smgic response, in esc of 
its result, whmh mmdd be carried by the standard SIP response rnechamsms. 

\a ddPum hw<JwK m fesv - 'box, , ( Rf AHK 
ao s ss > ! % t i a f wf 

i\ s. s x X ^ N * a ^ i ) , s ^ , 

The request U'Ri of die DO type mqecsi o a normal SIP URL identifying 
dm party to whom the .message m directed, There Is no need to established a session or 
> v > s < v s i staler me>.es 

as PR s s ! . A < ! 

i I IS du tA b 

ID is used to associate a group of requests wuh the same session. 
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o on t\ v •> s * v xv .1 vvstcme nrrmx •> - , >. 

t 5 i v I ! | <• V d t V ' 

? S ! dv I ^ !X < V X vv. 

t >. - a v v ^ , >v\ ii at - 

address, "posl»»g^'tWm: ito-arheadsr, much like the operation of a stack. The stack of 
addresses is reflected in the response, and each proxy "pops" the top address off, said uses 
t t to determine whore to send the response, Ohents nsmg the "DO extension nsnst insert a 
i bi header into die reqoest (Contact is used for reuses of requests in the u t v 
direction, from the target of the original reessago to the initiator of the original message), 

ux $!.xutt Si v iv v s tssditoMIMI ^ , \ ^ w e< < ul t «. 

! f * { w ' K Pot 

X i ! ! 1iSpO»!GvU 

tin " t 

t S i <* !K ! v < 

DO sip: risers esxfo.tna.tri.oom BW^.Q 

s \ s' ! s UFD Lpc.do aa^coatf. 
i'2) i < - t 

(3) lehp x 

(4 } V V X V N \ 

(5) t Jl ll\,uuh^j n C " t 

(6) ( eq 1 S Ml SSA ij ] 

(7) U t i T *• < 

hf; 0 ^ - 

(9) Body - : \\».s come heresy 

i x eo s . t a, uii* i 
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ntnx »lishes N < x i < rh N a 

' e \, > ^ Id o % t ex;* :veoswn> kxwubLdi aMnvluueeu.-. ..iwnuuaafionv For 
example, in order to be eon i ied when an alarm goes off in your home, a certain 
- ;y - > . o <v - vo v< \oui Axvdv 1 the v^Uan ttsam he ,\s. ^ 

3 of asy; eh < — rout i\< 

The SIP h rara M ep.iy , en ■ < t\ aew primitives, 
RJI v I >o be used 

When f vso Swo methods are rtsed m coniwieu&tx wPh fee proposed addressing scheme 

^ 5 \ \; v < t e , 

10 < . d \ ; 1 , 

¥w \ details o the xxlii i t f SIP to raxue.Nc ri t Appliances 

is sot ibrtb ' the aboveodenbiicd wy-peading i 1 1 u which is .incorporated An by 
.reference. 

Put - ! 

v Uli ! I M X * Oi v v T 1 > X \ v H 

A U ' 1 » 

eeh This system supports once different types of at ohi Lectures which permit remote 
« nr ii iWiMiMMi' iklo s i 

20 wV A Xi'sOf " < W \ 

\ i h iMh 

<oo;k\<V u v It <. .»w * I A<,w m- >M ^ i ! ^> t > In 
this case die client establishes contact directly with the OAS 1 10 sat the recipieat via path 
A v w,a i e> I a 

25 the Internet m order to commiabcete x h networked deAeey e.g., Interact phones. Irs die 
second architecture, another SIP proxy 104 passes comreanicstions Iron. UAC 100 to one 
oi the * srioos SIP 11 AS ck ot e.g. IMS 1 10 v£a pat 1 } « 
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1 i <. < ii, nF'w i\ s f 

«t< I from 1 AC 1.00 to the Jni met SIP Proxy serve? KM, whic processes it and ends 5) 
to die S0> Proxy server .1 OS. This Proxy 108 then sends the request to one. of the several 
UASs 110, 112, 1 14, 1 16, .118 associated with it. Each of the UASs may Ixj at separate 

OvC? O-s eg ..IVV! ( < 

saubedded m or attached to devices, such as a telephone instrument. Assuming the request 

tO J ^ ! , <■ ! ■> ! ' \-> V t v V ( , > i ! R i Viv 

attached to it. Based, on die message, UAS lid operates the device aceo-rdiog to the 

eomunnucate directly nstdeach other. 

Be! re the UAS mmesses th s c His f o.st ucdoo t tl 

devseo it must eetermme that the message mas intended for a. and A was sent by an 
th'iwh ,.,u. Dai m < ad a i - ' W misi cheek tlx 

^ t <. ^ N <\ •» i i n < \ a hitiM , ^ , t'c 5h« 

are in a .form; t t I her, the D AS must, be abk - , 
in 08 fo.cn itth 1 < 

If the SIP protocol .is exceeded as suggested above to mciude DO, 

v v a f ' t « \ ">< r » 1 v , \ vjt(> 

communicate with Networked Appliances. The architecture of saeh a system is shown in 
' h D<^s ' e v. v c m ! 

1 v * , n 5 s h < , o n 

\t estes roxy 108 (e.g i Ne worked 

\<T c . e w - - e P- -\ t e - nee- - - o 5 m- <m ■. w ^ > , <> s c .<m i - Ui, n> udc 
ol i gateways * AS in to form of a Home FirewaU/Network Address 

D m*\ (to; {K S 1 i I ... h . cm. ;ww- . p > \ server lie, whDh may be a UAS ox lend io 

L v> < ? ' i i x m <.» J ov \ 

, Mi 1v 1 , > e A* ! v v. , „ . , ; p c ? \ oitotx 

V . ^i.uo i e es , v V 11 vCCw^ , hes e u 



- ! X - \ UC H ^ ^ ^ v. " 0 \ > 1 X g ' V 

ppli s n as n I mc No p-< i v v | sect et t r (v 
contsolkr 204 to translate the . control requests to the specific protocol of the \ N 

u i 1 \ \ 

are assumed to be secure. In the case shown m Fig. 2 the Proxy server is physically 

* > , ^ > w s ^ni 

nociber of functions .he 

* Aether ocahon ami aathonratma of each messageheqoest. 

Address mappumAesokshon for Networked Appliances \N;mn the home 

domain. 

* Sec only lor the Home Fireecul/NAT (ROW) o mem to ths 
outside world. 

g scrs see 

* Message protocol rnapei ag for ehem <i > > > By taking this approach, 

\«Ut>0 ! 

Networked Appliances. 

o services 

Whea the proxy w n the gateway device, it requires a lot of flsnetioo&lhy, 
which eec/ glace - i or; the gateway device it; terms of performance, 

.memory, ere. kmer gareway devices \ cot have rite resources required to support the 

> . me < , ,p 1 0 . \ ^ '\u"ti>! H 

> t ox I - x x x „ n v ! v > ntln 

extermd proxy 108 and she gateway proxy 1 lac the gateway proxy would only he required 
to forward the SIP messages to the appropriate Is . foe split of fteichooaUty m the 
gateway proxy doss not have to he c "all or nothing" decision, out eoidd ha spirt equally 
(oritwxoi ' - < - ^mmw 7 »x , gioa^h j.tv 

* ^ I t - i i of the SIP .Proxy :ts performed centrally, avoiding a 

\ X \ ^ i v 
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* if hv local hnk ic Um home weie to fail, furictionamy ^ tU ahl he 

\ \ ough hrSen „ Pt^n nop JOS ^ j * 
en NO* N o* N v>ton v v <- x neriset !) rj joro\ ; pnc 

* Configuration of ik RGW j§ kept to a minimum, although it .may still be 
necessary to perform soars hunted configuration such as the creadoo of an 
IPssc tunnel. 

The costs of niaAiug ihe Service Proosdor fond tolerant can be amortized 
ae^os;. x ! t ^ 

U ! v> I I \ s<>(0 , ^ I 

i I * ! V i) i 

capable appliance 202 arid ' appliance controller 204- may ha considered SIP HAS 
devices, with the RGW as their proxy server. However, rn the aorangeraeot tire Ij AS 
device would not need, aclciress mapping capability, unless for esanrple the controller 
controlled .more than one appliance. 

Hv SjP ■ v ' . n> di , * \h K! unfoo 

, ;> < , i !«'< urtc x ^ > ! 

i * > Nfo t A iiv »K u\Knn\.i| 

x x < v < '! 1 > <. < I A,) 00 

! n\ i v. , ■> ,i , < ^ 

d*. t h ?h i ! si to i mo ii ,o i o. k 

agents axe dustobated, the roanagemeni. and adnurnstraPoo or these functions s difficult 
and has to be repeated in eaeh agent.. 

As shown rn Fig. 2, a Networked Appliances system is enpieiusnted in 
honour in > us home bj 

> t v h\ x < 

!Xu\ti pAb as hue, cc \ ,m o , ,> ^ s > he qe benurm 
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dp caa comj - j i e > r t X T t I W C 1 sr, the 

i v > ; < - le pres w&a > i - * N " e prior a il.P t on 
1\n lanv * £ ! «. - . ^ «> 1 - , s < 

have "been chattered. Thus- ah UAS cornniumcahoas between UAS devices v- ithia the 
! i <' i i't ^ vs\\ , ;^ > v - \ 

i ! t ' these UAS devices from outside the home borea;r; most be through 

the service proxy 108. I addihon : i Peg. 3 h a?Ohenb cation nod aothonaadon * n 
have been slaved rroru the UASs to Proxy server 116' or the service provider proxy server 
iOS. 1 5 i ' ^ v o \. ; liT 

Proxy server!] 6" or 108. 

Fig. 3 is a roectioaaJ icpreseritation of the SIP Architecture for supporting 

\ f ! > < ^ I > 1 ! U 

Messaging \ea Prosy architecture, to rig. 3 a request for operation ( a Networked 
1 ( i or the states i \ < - begins ;e an originating client application at SIP UA€ 100 

! S tM V 0g s M 

and send appliance messages (DO) to the M Proxy 10S hosted by either he service 

- m ih ,t's u< pu ides d< nsun re u 
noad'Pe^ u ^ , < ,ce Horn, 

domain ROW) by means of a iookop in a meager; database 146, The SIP Proxy forwards 
e > . < > o v O . - sir m i > P n \\ , ip m< 

!\nn>\>,V< t - v. v. ^ v ,sgl x >a i vi o 

!\ ! i m I i, ! - ! 5 S > \i "ON ^ , v < 

' v s ' * > > ] It I v ! 

r service provide?- SIP'' Pi * , e. I 

K d P s I < * a , eebc \ 

and each appliance, fa tire ease or t<> the registration may merely be that the 

ome dote < < ( > * ei ono :K IP 

h > n< r nrs rf r % 
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are available ia his home domain. A message addressed xo a specific appliance in feat 
domain will be muted to the ! 1 u s ^ by address mapping in dm prosy. I the prior art, 
this x d<> ' \ ! < i v 

fxpl < <> % ■ iot sin Proxy 10$ is connected to a p lip o.l 
OAS devices II 6* which eomoal vsrioss home domains 200. 

The SIP Prosy 116' ( which is operating as a OAS) in the home domain 
- ' - i % ^ < <> < - in to and 

0 M ifV I ^ V * > t >^ f X v \ ! v. I , \ A , ^ \ X O 

located wdb dm ROW Sir' Proxy ] < a SIP appliance or appliance controller terminates 

Sfi M| , N ' O 

addressing mtonnatico > these deuces is snapped m the Prosy OA. In the case * m 

IP appliance ' - die messaging imonoanoii , the PIP message passes through device 
xx h u u ini k A t , v. <? t mi > iss<. o <s! i f; Ik 

Interwcddng Unh 206 1 trsoriaie the appliance message » a Aon useable hy the 
e ! m > a ! v ie 

network, H < i i top; ov mes el 

mm n i s evet Aox} its- Thus the vorkm nt 208 ma) b 

ebrmnated accarding to the ur.onn , except perhaps for providing states inidrnmhoo 
i >j }; 

The IP-capable appliance 202 also terminates SIP appliance control 
i ^s < > s > < v. i < ! t n , 

control states mmrnmecm tea- the appliance appbeadom acting o it directly without any 
Hnina mr an intervening .btteimormng Unit 206 or an appliance controller 204 

t < 

la 4 as a ana, * , ^ * ' me- i Mv, „ ot 1 

authentication, ju ,rn jto translation and address mapping hmcbons s < a the "A 
i vnu\ a message 5 sentte ? 

»■* s -i \l tnrtkes, surf jts i i 1 1 1 i { >< < j c < _ x 
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home owner. This can be by means of a password, which instead of bsmg stored in the 

* ^ - >U ! i liC P ">0 n< s I I -V , ' l SVK i IV! ]; Uk. 

requested action may not be one authorored 10 that individual For example, a parens: may 
be authorized to control any hmchotc but may set up boa system so that a child may only 
3 h n'.ho v < N 'S o f ' k. lb hv InCov 

message iron) i authorized individual to see'd dial mdnbbua; has \ stahoxby to control 
the devsce in question. The confutation power needed to perform this function lias now 
been .moved s the Proxy 320 root the I \S 110 Xt in alt he 1 \.Ss may be made 

>d U i V , 1 V ! , s 

10 IX * b M h<V t ^ ^ ^ , k 

"\^nt | i >k . v it o tr!' o 

1 m Proxy v pi ibat the k i v > and i n "ton arc 
— , a < \s < ) ^ ^ s * \ 

eViM ! ! , !biu o'nl 

15 ojo'kP co.xs.crn on the lamp 340. 

I theo as ads hos in! 
< nd hiccoons, the address mapping and protocol transaction nmcdons am also 

relocated from the HAS 310 to the Proxy server 320. For a SIP Proxy to pstfbrM tkis 

address mapping and protocol, traeskhon b wdt require: I < an address mapping table 

20 , v. < -- > \ * > ! 

li'it 1 t I s > td 

!iU 1' t )! . K l d 0 V h f x ! ^ , V 

si will have to tot lade (m the oayload or i message asmg the Deviee Description 
Protocol MIME sype); (1) a description of she type of decme protocol a area and (2) the 
2 5 physical do vi ee address . 

i v s i \ > ome t H r is 

i \ ^ \ Jo v<-s \ > K t ! > * V \^ I ,0 v 01 



•17 



Htedt m< m n r •> v o - \ f s , - 0 >\ 

which the appliance controller 330 understands and can respond to, 

With this arrangement, instead of having to perform adonvs i 0 or and 
protocol mapping, the UAS 3 10 < has to extract (i.e. parse) die address and protocol 
a message from o message sent to the UAS rrean the SIP Proxy. Parsing ss a much mom 
. U o , operation n address mapping and protocol tesMia, 

hi previous sohmorm sb of the tonchonaihy had ro he placed i the 
endpoint device. This means that every endpoint had to have w processing 
capability to be > to petform e processing necessary, eves n m the u to no 
10 be very ' % The present mveoiio;'; allows siadsoaal 'mnldplexmg of resoames across a 

large mnnber of eodpomts. \ > resuihrg m an overall coal saving. Further, >t\ t are aiso 
market possibilities which become available with this technique, lie. reused reliance on. 
certain net word Hbrasiroctare means that a nana (customer, Imroeowneia etc,} <s more 
1 v. b to K to v t ^ i t v ) 

15 network owner. 

fa addition, this arrangement also provides a point in the Tietwork where 
tee and. , < lav > v o k u I B , t o * s -> t 

as bill fiat rate for control of some eoinmodhy appliances (e.g., lamps, refngemtors}, but 
> t I > 1 t - ^ i \ t A p > ^ t s 

20 v ! < « M 

he s 0w a t sC v i ^ l s < ' 

i ( v > o •> vw v uoo t ma t <a 

directly s each odver. This change enables the service provider r.o control access and 

^ s >. ^ ^ O v; 

25 As illustrated above, the present invention is applicable so iveovorbed 

.Appliances. However the ouosonmmg of amhenhcaoon and nnhmrizabon elements is 

\ \ i \ v ! M d o j n 1 i 

\eiv*> Sr o" ict liidutt t * \ \am-V v ,J > 
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Telcordia) that also support the SIP protocol. 

SI % em posed DO., SIXES ( RO d b 1 ssages 

S P'l- J" ^ N i - n s f v , v s s m Sv\M 

I u field can provide the ^ < f necessary for coommo; cation svbb o v 
App; ;anccs from a < area network'. This enables leveraging die escstmg SIP 
in - and capabddms < \ h roadng and security) for a new problem 

b ^ 5 v \-- i<> v fi> 

10 1* OK < \ > x s > ^ { t g { i I m IB' 

» > > \ sa ' t 1 , system owners. 

Whde die invention has been parbctn&dy shown and described with 
reference to a preferred embodiment thereof, it will be lanlersiood by those skilled in the 
vr Irtme o i J > f so -i. - b x i" e ick ik <u •» i i t-i 
is e sp 



%W}H?«k>l«i4 Til I 

WB CLAIM; 

1. \ - n nil ux )j (SIP) system f s.nun moos wee 

! >. f s e 

< ' V -W W O NX 1 , , , o> 

nsi i , > v <. i. S ,cv 

uifflwiik o v network and to receive over the , ot s network i n 

?> ■> messages aboio < appliance from \ , AAS processor, said 1 AS p <> w > 
xo oanaAiwg received SIP commands < commands recognised by the appliance and 
dayisAmsg information provided by said appliance mto SI? status \ \, w for 
transmission over the connnnmcaimns network to said A AC processor: cad 

a network appliance system proxy server (Prosy) located between the UAC 
and the OAS tor receding and conveying nWorrnsdon between them; and 
15 tvku:eis lbs I \S p icmo d eo\ AAn s < 

handling at least some of the messages, to and from the appiwmces; tmd 

\ ' i ,c; P 1 M 

c> t s m 

addressed. 

on 2, -o <• be*wcena 

client and at Cast one oeeacnRed appAmce comprising: 

a t s agent server (IJAS) processor connect ed to said appliance so as to 
relay co.nu.mmds to saA apphanee and receive stains information tre.m said appliance; 

a ew! agent client i 'Ad ■ processor having dv capacity to send SIP 
2 a > I < ; ss i > 

owi)5i! t ns >m n x s v so-Cithe 
vO v 1 m<i network a boot said appliance from said CAS processor, said HAS 
processor translating meowed SIP commands mto commands- wcogmoA by Ae appliance 
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and u.mslatmg information provided by said appliance nuo SIP slat as sues sages for 
i t x ! v. mi c tk> s oca s \{ proce sot and 

^ IT" N < \ v ^ ^ s , t A 

and the UAS for receiving and eosmeybig nifotmaiioe between them; and 

x *• St- v v 

authentication capabilities; and 

wherein ! Proxy Ms authentication capabilities for the appliances 
connected to the HAS processors which arc in car; connected to the Proxy, sani 
authentication capabilities acimg a- assure that the message directed to , appliance is 
S i so, 

3. The t \ o« ^ » >o *<c 5 iI'k^ o' i a i vl sn k 1 \> 
processors do act ace at leas; > message aetheinscaism capabilities and the Proxy has 

^ m< v Pr w, 

K'Atu > < i t l i b si , l.nuf 

from an authentic oheat. 

4. The session initiation protocol (SIP) system lie P wherein a UAS 
processors do not use ai least some message authorization capabilities and the proxy server 

i authorization capabilities for the appliances connected hy the "OAS ser vers to the 
P > \ t , . v i v m a 

< neetea oanapphancei 

5. x v. ^ i m < t i t " a ' , sy, 
processors do not esc at least sense message trass si abort capabilities and the Proxy has 
translation capabilities for the appliances connected hy Use U AS servers aa the Proxy, t d 

i > < - > a s s i v v. i > » 

appliance is i a form that die appliance can interpret.. 

b. U\ v v- c " ' " m s .. m^ " -m s a , 

i rt so s v >o * s ei 
cu as m ^ 1 > " * ■m <^ 



Proxy, said address mapping capabilities acting to assure that a message is directed to the 
appropriate appliance, 

7. I I v. s ' M >> \ 
processors Co use at least some ton rslabon capabilities and the Proxy has - i»> a itv 

5 capabilities for the appliances connected by the 'O AS servers to the Proxy, said translation 
capabilities acting to assure that a eoniotaad in the ntessage directed to an appliance is in a 
! ' ! r ! 

8. The session initiation protocol (SIP) system of claim 2, farther including > 
appliance controller located betoeeo sard OAS processor - said appliance, sasd 

i a controller translating oontmatids from, said Proxy * signals winch control operation of 
said appliance ana ■mnsiatiirg status Signals Pom said appliance into signals which ears be 
neonvi o m vk, V 

9. Tl ! -is 
plurality of appliances in one geographic location that are nerworired to a single UAS 

15 p»> ao> d . i.u v * o id g t - i.N , 

addressed, and the Proxy directs the message to the propej' U AS processor coded to reach 
i i wmsuded 

HI Hn vssio i * ; 

honoadon ftom each of the p t - u whiel 

1 0 originated, and the Proxy includes an identification of foe- appl ian.ee os iiic - messages 
seot na said IJAC. 

11. ^\rs\\r v ^ . , o ^ i' - , Ji , necomts.o 

appliaoce a-- n v session .initiated protocol ddl : t. comprising the steps of: 

m ^ v. t v v \t g< ,s m w -I s » <. > 

•25. intended for said appliance over a crwunnrocadous ooocorfc to a Proxy server; 

. C - a v r\ \ . ^ ,l O s 

> i c m ves . vd sem a> ioi^t 

m> n mo\ ges \> a nstr agent seivcr {, I ? A^> processor cwuk , ? , 



receh lag a message from said Proxy .^v, the \ f AS pro . - 

n.nu£ .-.tsJ VAS processor to transitu mg taeeded Mi' ^ \u sue 
commands recognized by ?he appliance, 
5 : ^ w -w: as v -,!uuk ama^ 'w. en ^ . ano , f -as; on nota -nleJ 

> , > < i <. \ a i f v ^ ^ , a 

the steps of: 

5:eceAk ; g as. Ore HAS processor Hon- the appliance states iaiommdon; 

l ^ t< l - t n s - D'lOpI' 

10 protocol; 

C 1 >' ' \ | v 0 'tin 

groceasor vsa said Proxy; and 

^ ->K\CS,iH 

! \ method for com % rdem bctwer u dt ' »m« 

sc. appdanee esveg session nntnaied protocol < St the steps <n 

asmg a 5 agent diem: (UAC) processor to send SIP command messages 
a Proxy server 

P , v S , ! 1 >K 

so message directed n> aa appliance is Hoc c a aathendc cheep 

receddng a message Horn said Proxy servo;- < ,e 11 AS precesser 
associated wish sa;d appdaece: aad 

osbrg v HAS processor to ? s ^ I SIP <> neves mo 

commands recogasasd ay the appdaece. 
2 ! 5 \ v ^ . v k \ \>, s udieni at 3 si one nem-n -p. 

slap sess>o i d (Sli dag the steps oi 

i as a < u >. < ; c f v. , n l o t < ; c s s ! < a s 
intended u sard appiacsee ever a cesmTnnncadons netwods to a Proxy server; 



-23- 



receiving the • oemw message in the Proxy server; 

Si' U V Pl« s htl 

1 < to > ! , > t t « ' K>U .< , \Jh 

receiving only authorized messages from said Prosy server at the UAS 
S moot t , \ < k om J 

using said OAS processor to oaosiabog received SIP co.nimamls sees 
commands recogmzed by the appliance. 

1.5. i 1 s ! v \ O f Vui 

opp< r e usmg session mdiamd protocol si composing ' o steps 
id using a user agent client O'jAC) processor to send SIP ..mmn.aai messages 

no » ' sa;d appliance over a. coommrdeadona network to a Proxy server; 
receiving the command message m the Proxy server; 
using v n capability in said Proxy server to assure that a o n u 

St t vv. s S 03 'm 

ICS receivi.ui < \ \ i Proxy server at t ! -m ^ 

u-.ve Lie !'s l .m 

use g saiO C \S p I 1 

commands meogmred by the appliance. 

16. A method for communication between a client and at least one networked 
2.0 ^ N « v c ^ e \ " ^ 

server connected in series and s portion of any one of address mapping. ; ^ < m 
sn.P.ho.r.omeon and translation mnedoos am cast-sour ecd bono the UAS processors to at least 
i , s ^ servers. 
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